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GIOI THIEU VE eKYC




KYC

KYC la viét tat ciia Know Your
Client: Hiéu khach hang cta ban

KYC la thwe hanh tiéu chuan trong
nganh dau tw, ddm bdo cac cd van
dau tw biét théng tin chi tiét vé kha
nang chiu rdi ro, kién thirc dau tw va
tinh hinh tai chinh ctia khach hang.




LPNG DUNG CUA KYC

Dang ky, xac thyc tai khoan, giao dich
Phong chong rira tién
Hb tror cac quy dinh cla tirng quéc gia
M6t s6 quy tdc KYC (FINRA)

Quy tac 2090 ( Rule 2090)

Quy tac ( Rule 2111)




EKYC

eKYC: XéC’thl_J’C va dinh danh dién tlr, st dung tri tué nhan tao
de trich xuat thong tin trén thé dinh danh va so sanh véi chu thé
can xac thwec.

eKYC tro giup hé thdng khach hang trong viéc xac thuc gidy to
ca nhan va cac mau dang ky moét cach nhanh chéng va hoan
toan ty dong.



U'U PIEM CUA EKYC SO VOI KYC

Tw ddng hoda qua trinh dang ky va xac thyc théng tin khach hang.
Hé tror nhan dién ngwdi dung chinh xac.

Trich xuat théng tin va sé hoa dir liéu khach hang.

Don gian héa thu tuc, nang cao trai nghiém khach hang.
Nang cao dé bao mat thong tin khach hang.



EKYC POl VOI KHACH HANG

Giam bét hoéc loai b viéc phéi’dén diém —
giag dich, xép hang ch&, giup tiét kiém rat
nhiéu thdi gian cho khach hang.

Khéng can phai nhap cac thong tin ca
nhan thd céng, giam sai s6t va mat thoi
gian.

Giam bat thdi gian xac minh thong tin.
Mét s6 biéu mau giay to' phai nhap cling
mot thong tin nhiéu lan, eKYC sé rut gon
dwoc quy trinh nay.




EKYC DOI VOI CO QUAN, TO CHUC
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Giam thiéu thoi gian, nhan lwc can dé sO s g3 | @
hoa di¥ liéu cia khach hang vao hé thong. \ \ a  °
Loai b yéu td cdm tinh, con nguwdi trong g
viéc xac thwc khach hang.

Nang cao nang lwc x ly, co thé dap ing
lweng In khach hang cung mét luc.



GIAl PHAP EKYC CUA ICORP




GIAl PHAP EKYC

KYC Mobile

Yng dung mobile chay trén hai nén tang iOS va
Android. eKYc

Lua Chon Loai Thé

Chitng minh nhan dan cii (9s6)

CMND12/CCCD/CCCD Gén Chip

S dung két hop 06 mang tri tué nhan tao khac

nhau dé cho ra két qua chinh xac nhét. e

Hb tro xac thuc:
Gidy t& khac
Khudén mat

Ching minh thw / Can cwdc cong dan / Can
cuwdc cong dan gan chip/ HS chiéu

Xac dinh tinh liveness: xac thwe bang anh chup
trwc tiép, khdng phai anh in hay video da lwu sdn

Chinh Séach Riéng Tu




GIAl PHAP EKYC

KYC Mobile: Liveness

Liveness: St md hinh tri tué nhan tao sb
01 dé xac dinh vi tri khuén mat trong thoi —
gian thuwc T

%,

Yéu cau nguoi dung thuwe hién 4 dong tac
ngau nhién trong s 7 dong tac:

Nhin thang
Nghiéng trai
Nghiéng phai
Cuoi

Quay trai
Quay phai
Chép mat




GIAl PHAP EKYC

KYC Mobile: Card Detection Can .l Cone D

St dung mot mang tri tué nhan tao sb 02 dé
tw dong phat hién:

Loai thé (CMND9,CCCD,CMND12,HO
CHIEU,CCCD GAN CHIP)

Bién cua thé
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Mat Trudc

Tw dong cat khung va tach thé ra khdi
khung hinh dé chuyén sang buéc xt ly
tiep theo.




GIAI PHAP EKYC

KYC Mobile: Téng hop két qua

St dung mot mang tri tué nhan tao thar 03 va 04
thwc hién nhan dién cac théng tin trén thé:

Sé

Tén

Ngay sinh
Dia chi

S dung mang tri tué nhan tao sé 05 dé do tim va
can chinh khuén mat trong anh, va mang sb 06 dé
so kh&ép khuén mat va anh thé va dwa ra danh gia
cudi cung.

e lap - - Hynh phie
CAN cUSC CONG DAN
s 033039482036

Liveness

Két Qua So Sanh

Card ID Information

033039482036

Pham Binh Minh

Ngay Sinh 19/09/1970

Gidi Tinh

Quéc Tich




GIAl PHAP EKYC

KYC Mobile:
KYC

Ching minh nhan dan cii (9 S6)

Chdng minh nhan dén méi (12 S6)




GIAlI PHAP EKYC

KYC Web

EKYC

Giai phap mang lai trai nghiém nhanh chdéng, tién lgi va an toan

Tai Liéu & liveness Tai Liéu & Chan Dung So sanh, tim kiém
khudn mat

© QuarLal




GIAl PHAP EKYC

KYC Web
Doc théng tin trén thé (Card OCR)

Trang Chu Ung dung Dich vu~ Yéu cdu Tuyén dung Lién he Ngoén Ngr~

POC THONG TIN THE

SUr dung tri tué nhan tao NG HOA K I CHE SEHA VT XA
D6l - T do - Myoh phiec

CAN cUSC CONG DAN
%: 033039482036

Tén PHAM BINH MINH

Sé 033039482036
T e——
Sy Ngay sinh 20/09/1980
covn N osn N
cers N W

- Pia Chi
e

g e 13000805 —




GIAI PHAP EKYC

KYC Web

So khép thong tin trén thé va khuén mat (Face & Card verfication)

Trang Chul Ung dung Dich vu~ Yéu cau Tuyén dung Lién he Ngén Nglr~

SO KHGP THE Bl ovooss oo o
VA KHUON

B e A
M n T Mat TRUNG KHOP
. ’}' e ”~ i -
- i

Tén PHAM BINH MINH

Stf dung tri tué nhan tao N e M 3 A ss 033039482036
(] 8%
Ngay sinh 19/09/1980

Dia Chi a N6




GIAlI PHAP EKYC

KYC API: 12 API dé thyc hién viéc dinh danh va xac
thwc tir may cha

X&c minh cht thé (VERIFY) . {:!;} 2
So khép khudn méat (FACE_COMPARE) g
Nhan dién ky ty quang hoc (OCR) Eé
Nhan dién ma MRZ (Ho chiéu hodc CCCD gén chip) ) :f EE

Xac minh nguwoi ky (SIGN_VERIFY)
Xac minh anh that (LIVENESS)
Tao nhdm khudn mat

Xo6a nhom khudén mat

Thém khudn mat vao nhém

Xo6a khudén mat khéi nhém

Tim kiém ngu i trong nhém



GIAI PHAP EKYC

KYC Admin: quan tri toan b6 giao dich ttr mét giao dién web tap trung

V% eKYC Administrator
&4

Téng Quan

Quan Ly Tai Khoan

Danh Sach Giao Dich

Quan Ly API

Quan Ly Khach Hang

Tich Hgp API

Bdo cao doi soat

Goi Thué Bao

Ma Giao Dich
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GIAlI PHAP EKYC

» Cac tinh nang khac:
» Tuy chon lwu tri¥ lai anh, video trong qua trinh eKYC
» Thiét lap callback dén dia chi bat ky sau khi eKYC hoan tat
» C6 thé chuyén tiép ludng eKYC gitra cac thiét bi khac nhau (PC, Mobile)




GIAl PHAP EKYC

» KYC Validation: So sanh théng tin doc dworc trén thé v&i cac thong
tin tdng hop tr cac ngudn khac:

» Facebook
» Internet

» Co s@ dir liéu ndi bd ctia khach hang



GIAI PHAP EKYC

D6 chinh xac (Precision)

D6 chinh xac khi so kh&p khuén mat dwgc danh gia qua hai tiéu chinh
FPR va TPR.

FPR: False Positive Rate < 1% , Ty I&€ nhan sai thanh dung, nghia la
nhan nham 2 ngwdi khac nhau thanh cung mét ngudi.

TPR: True Positive Rate > 80%, Ty Ié nhan dung dé cung la mét nguoi.
Do chinh xac khi doc théng tin trén thé: >= 90%



U'U PIEM SO VO'I CAC GIAI PHAP EKYC KH

Khi trich xuat théng tin trén giay to:
Tw déng phat hién loai gidy t&, canh bao néu khach hang chon khéng dung loai
Tw doéng tir chdi gidy t& bi me, bi mat goc.
Tw ddng can chinh va chup gidy t& ma khéng can phai thyc hién tao tac chup tha
cong.

Khi xac minh khuén mat
Hb tro 7 tw thé khudn mat: Nhin thang, quay trai, quay phai, cu®i, chép mat,
nghiéng trai, nghiéng phai.
Tw dong sinh ra cac trinh tw ngau nhién vé&i moi lan xac thuec, khoéng thé vwot qua
bang anh hoac video.
Tw dong tw chdi néu c6 hon mot khuén mat, hodc khudn mat bi danh trao trong qua
trinh xac minh.
Téc d6 xac minh cwe nhanh, c6 thé tim kiém trong hang tram triéu khuén mat trong
thoi gian dudi 1 giay.
D6 chinh xac rat cao, ngay ca khi khuén mat trong thé dinh danh dwoc chap cach x
khoang th&i gian hién tai



\

U'U PIEM SO VO'I CAC GIAI PHAP EKYC KH

Khi thwe hién tich hop vao hé théng san co:
Kha nang tich hop linh hoat: SDK, DeepLink, Web, API
Tuy bién giao dién theo yéu cau cua khach hang.

Tuy bién ludng xt ly theo y&u cau cta khach hang.



TiCH HOP VA TRIEN KHAI




KHA NANG TiCH HOP

» Tich hgp dwgc vao cac rng dung:
» Internet Banking
» Mobile Banking
» Vidién to
» ng dung tai chinh, bdo hiém
» Cac ng dung khac




NANG LUC XU LY

Tuy thudc vao ciu hinh phan cirng va suéat dau tw

M6t cum vi x&r ly 20 may chu:

X ly dwoc 40 giao dich ddng thoi trong 01 giay

Thoi gian xt ly tdi da cho méi giao dich 0.5 gidy (khéng tinh thoi
gian truyén nhan di liéu)

Kha nang xtr ly dwgc 8.600.000 giao dich/ngay, ~ 3.150.000.000
giao dich/nam



PHUONG AN TRIEN KHAI

Tron goi — On Premise
Khach hang dau tw:
Phan cing

Két ndi mang

Nhan lwc tich hop vao hé théng san co: Internet Banking, Mobile Banking..
Nhan lwc van hanh

Cong ty
Cai dat trién khai phan mém
Hwdéng dan sir dung
Hb tro ky thuat
Bao hanh 12 thang

Phwong an tinh gia thanh: Tron géi mét 1an



PHUONG AN TRIEN KHAI

Dich vu
Khach hang dau tw:

Nhan Iwc tich hop vao hé théng san co: Internet Banking,
Mobile Banking..

Ccong ty

Hwéng dan st dung

H6 tro ky thuat

Bao hanh 12 thang
Phwong an tinh gia:

Tinh trén trng giao dich.

Sé lwong giao dich téi thiéu: 3000 giao dich/thang




i'

i0S/Android SDK

Microservice

MO HINH TONG QUAT

eKYC Server

Authentication, Load
balancing, Database

Al Server
OCR, Face
Recognization

Al Server
OCR, Face
Recognization



Ngudi dung

eKYC Server

Al Server

eKYC Mobhile eKYC SDK eKYC API
(iI0S,Android) (iI0S,Android,Web) (Restful)
A
\ 4
Xac ::;: truy Can bang tai Tinh cwéc Lwu triv
(Authentication) (Load Balancing) (Billing) (Storage)

Nhan dién thé va
tach bién
(Edge Detection)

Do tim khuén mat
(Face Detection)

Do tim théng tin
trén tai liéu
(Word Detection)

Xac dinh tw thé
(Pose Detection)

Nhan dién ky tw
(OCR)

So sanh khuén mat
(Face Matching)

Co s& div liéu



MO HINH TRIEN KHAI

i0S/Android SDK

eKYC Server

Authentication,
Management, Load balancing

Microservice

Public Network




CAU HINH KHUYEN NGHI

= May chu Al Server
= CPU: Intel hoac AMD. Xung nhip 3GHz, 8 16i vat ly.
= GPU: NVIDIA Tesla P100 hoac NVIDIA Tesla V100 hoac NVIDIA Tesla A100, 16GB
GPU Memory.
= RAM: 32GB
= HDD: 512 SSD hoac 1TB HDD (RAID 1)
= Network: 100Mbps

= May chu CSDL va may chu eKYC Server
= CPU: Intel hoac AMD. Xung nhip 3GHz, 4 16i vat ly
=  GPU: Khéng can
= RAM: 16GB
= HDD: 1TB HDD (RAID 1)
= Network: 200Mbps

= May chu lwu triv ;
=  HDD: 1MB/giao dich x Sé lwgng giao dich dw kién/ndm x thoi gian Iwu trip toi
(nam).



TRAN TRONG CAM ON !




